How to Setup a VPN Client for your BRI Hosting VPS

The following steps will guide you through process of setting up a VPN connection from your Windows Vista desktop to your BRI
Hosting VPS.

1. Log in to your Windows Vista computer. Click on Start > Control Panel.
2. When you are in the Control Panel double-click on the ‘Network and Sharing Center’ icon.
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3. In Network and Sharing Center click on the ‘Set up a connection or network’ link from the left-hand menu.
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4.  When the set up a connection wizard starts, select ‘Connect to a workplace’ and then click on the ‘“Next’ button.
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Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a wireless router or access point
Set up a new wireless network for your home or small business.

= Setup adial-up connection
. Connect through a dial-up connection to the Internet.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace. I
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5. Select ‘No, create a new connection’ and then click the ‘Next’ button.
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6. Click on ‘Use my Internet connection (VPN).’
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How do you want to connect?

% Use my Internet connection (VPN)
Connect using a virtual private network (VPN] connection through the Internet.
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< Dial directly
Connect directly to a phone number without going through the Internet.
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7. Enter the Public IP address of your BRI Hosting VVPS as the Internet address and a descriptive name as the Destination
name, and then enable the ‘Don’t connect now’ setting. Click the ‘Next’ button.
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Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 127001

Destination name: My BRI Hosting VPS

Use a smart card

@ Allow other people to use this connection
This ocption allows anyone with access to this computer to use this connection.

N [¥]:Don't connect now; just set it up so I can connect later

8. Enter your user name and password, and then click the ‘Create’ button.
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Type your user name and password

User name: username
|
Password: eecccsee
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! Remember this password
] Domain (opticnal):
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Create Cancel




9.  When the wizard is completed click the ‘Close’ button.

@ @ Connectto a

The connection is ready to use
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10. Return to the Network and Sharing Center. Click on the ‘Manage network connections’ link from the left-hand menu.
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11. Select the network connection you just created item in the list, then select File > Properties.
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12. In the properties window, select the ‘Networking’ tab. Select the ‘Internet Protocol Version 4 (TCP/IPv4)’ item from the list
and then click the ‘Properties’ button.
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| General | Options | Sec:urrh_r| Metworking |Sharir1g|
I Type of VPN:
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This connection uses the following items:

i Intemet Protocol Version & (TCP/1PvE)

Bl 305 Packet Scheduler

g Virtual Machine Network Services
g WMware Bridge Protocol

& Client for Microsoft Networks

[ Install... Uninstall Properties

Description

Transmission Control Protocal/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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13. Inthe Internet Protocol Version 4 (TCP/IPv4) Properties window click on the ‘Advanced...’ button.

Internet Protocol Version 4 (TCP/Pv4) Properties &Iﬁ

General

You can get |P settings assigned automatically f your netwark
supports this capabilty. Otherwise, you need to ask your netwark
administrator for the appropriate |P settings.

(@ Dbtain an |P address automatically

(71 Use the following IP address:

IP addreszs:

(@) Obtain DNS server address automatically

(71 Use the following DMS server addresses:
Preferred DMS server:

Alternate DNS server:

[ [ OK ] [ Cancel

14. Uncheck the ‘Use default gateway on remote network’ setting and click the ‘OK’ button.
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This checkbox only applies when you are connected to a local
network and a dialup network simultaneously. When checked, data
that cannot be sent on the local network is forwarded to the dial-up
networ.

[T[illse default gateway on remate network

Automatic metric

Interface metric:

| ok || cancel




15. Click the ‘OK” button and the Internet Protocol Version 4 (TCP/IPv4) Properties window, and again on the connection
properties window.

16. When you return to the Network Connections window double-click on the network connection you just created, and when
prompted enter you user name and password and click the ‘Connect’ button.

Connect My BRI Hosting VPS

| Username: usemame
! Password: [ IITTIXTIY]
||

Domain:

[] Save this user name and password for the following users:

Me only

@ Anyone who uses this computer

[ Comnect | [ Cancel || Propeties || Hep |

17. When you are connected you will likely prompted to select a network location. Select “Work’.
= | 5[]

M

Select a location for the "My BRI Hosting VPS' network

Windows will automatically apply the correct network settings for the location,

Home
f a2 Choose this for a home or similar location. Your computer is discoverable and

you can see other computers and devices,

ai . Work
-.,‘.i,: 8 Choose this for a workplace er similar location. Your computer is discoverable
"~ and you can see other computers and devices,

Public location
Choose this for airports, coffee shops, and other public places or if you are

directly connected to the Internet. Discovery of other computers and devices is
limited.

Customize the name, location type, and icon for the network
Help me choose I

W Cancel L




18. Your VPN connection has been created successfully! Click the ‘Close’ button.
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19. To verify that you have connected successfully, open a command prompt by clicking Start and in the Start Search box enter
‘cmd’ and then click hit enter.
20. At the prompt enter ‘ipconfig /all” (without the quotes) and hit enter. You should see output that includes ‘PPP adapter ... .

BN Administrator Cemmand Prompt |ﬂl'-§:_g—J

PPP adapter My BRI Hosting VPS:

ecific DN
iy BRI Ho:

Enabled

Ethernet adapt

21. Then at the command prompt enter ping and the Private IP Address of your BRI Hosting VPS. For example, ‘ping
192.168.1.1° (without the quotes). You should see output that includes replies from the IP address you entered.
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To log in to your BRI Hosting VPS

1. Click on Start > All Programs > Accessories > Remote Desktop Connection. Enter the Private IP Address of you BRI
Hosting VVPS as the computer and click the ‘Connect’ button.

Remote Desktop

"'.u.h_ Connection
-.:

Computer: 172.16.2.1

Izer name: usemame

You will be asked for credentials when you connect.

: Connect i[ Cancel ][ ][C_‘.‘ptinns}}]

Help

2. You will be prompted to enter your user name and password to log on to Windows. Enter your user name and password and
click the ‘OK” button.

Log On ko Windows

jf Microsaft:

;2 Windows Server 2003 R2
'. Enterprise Edition

Copyright & 2005 Microsofl Corporation

LIzt name: I Firsk,lask

Passwiord; I [YYTYYYTT]

Cancel Options ==

3. You are now connected your BRI Hosting VPS over a secure connection!



